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WL19V1.0: Wireless End to End Security

September 2003

DURATION: 2.0 days


PURPOSE:

This course defines what an end to end security is, applied to a wireless network. 
It focuses mainly on the various classes of devices involved in the network 
and the security policies that should be applied to them.
Additionally, this course provides an overview of some technologies used outside the enterprise world.

AUDIENCE:

Everyone involved in the definition of the security policies of the enterprise: 

A chief security officer, an Information Systems architect or a network manager.


PREREQUISITES:

For a maximum efficiency of this course, it is recommended to have previously attended the WL18 course.
However, it is possible for people with a good knowledge of network technology 
and security practices to attend this course.
The web lectures about wireless, available on the 
IBM web site can also be used as a reminder of wireless environment. 


OBJECTIVES:

Upon completion of this course, you will:

 - Know the terminology employed in wireless security,
 - Know the various categories of equipment used 
   in the wireless network and their vulnerabilities, 
 - Be able to identify the security criteria important 
   for the application of your enterprise security policy, 
 - Be able to establish, deploy and manage an enterprise security policy.



CONTENTS:

- Introduction
- The security vocabulary
- The network objects related to security, 
- The enterprise objects related to security, and their value for the enterprise
  (information, processes, performance and availability properties)
- The control zone definition 
- The security policy definition 
- The security policy deployment 
- The enterprise network and information systems surveillance.

